
SENTRY
Sentry is CAE's new web-based so�ware designed to manage alerts using the 
standard CAP! format.

The system is used to set thresholds and to configure alarms upon the occurrence 
of certain condi�ons, even complex.  It also ac�vates local alert devices, for 
example to inhibit traffic in the risk area, and disseminates alert messages 
according to the availability of the persons to be contacted. The so�ware is 
equipped with a logging system intended to track the opera�on of the so�ware, 
events, the forwarding of alarm no�fica�on and much more besides.

Sentry is designed to ensure maximum interoperability, which is reflected in several aspects:

SECTIONS AND FUNCTIONALITIES

Address Book

Contacts: these are the people who can be alerted by Sentry, and for this purpose they are included in the list 
of contacts and associated with one or more dissemina�on profiles. For each contact, the means of 
communica�on available to them must be recorded with the relevant addresses. It is possible to import and 
export from/to VCF file.

Availability: this represents a set of availability periods that repeat over �me (days, weeks, months), also 
dis�nguishing weekdays from holidays.

Groups: these consist of a list of contacts and are directly associated with a dissemina�on profile instead of 
associa�ng the contacts individually.

External processes: this is a list of processes (executables, batches, etc.) that can be included in a 
dissemina�on profile as if they were contacts.

CHARACTERISTICS

It is therefore an extremely flexible product, which can also be used easily in mul�-vendor networks.

The so�ware is equipped with a modular structure thanks to a microservices architecture that, among other 
aspects, is used to add in a streamlined manner many different means of communica�on for the sending of 
alerts, including the increasingly used messaging apps, depending on the requirements of the customer.

This sec�on defines contacts, contact groups, their availability and associa�on with the means of 
dissemina�on, with the rela�ve addresses. It is the basis for the management of alert send-outs.

Ÿ it’s cross-pla�orm: it works on different opera�ng systems;

Ÿ it’s database independent thanks to the ORM technology;

Ÿ it interfaces with standard systems through the CAP! protocol. (Common 
Aler�ng Protocol): a standard that the world uses for the dissemina�on of 
alerts and allows Sentry to be powered and to issue incoming alerts received 
from standard systems that communicate through the afore-men�oned 
protocol.



Dissemina�on profile: it defines how informa�on concerning an alarm instance is 
propagated to an audience of recipients. This instance can come either from a CAE 
network or from third-party systems that communicate with messages in CAP! 
standard.

Reports and simula�ons

This sec�on can be used to consult reports, rela�ng to events that occurred in the plant 
and to the use of Sentry, and to launch simula�on procedures to verify the opera�ons 
performed by a specific dissemina�on profile.

The reports are divided into:

Users: it allows the crea�on and configura�on of the different types of Sentry users.

Ÿ Audit Log: this refers to all configura�on changes made through the applica�on, 
access logs, receiving of requests from external systems, plugin diagnos�cs, Sentry 
configura�ons, etc.

Plugin configura�on and user profiles

Ÿ Event Log: this refers to all opera�ons related to the receipt of a dissemina�on 
instance un�l its comple�on. Event Logs are then used for the genera�on of 
dedicated reports, easy to consult, exportable and historicised.

Plugin: a sec�on for the configura�on and management of plugins used for the 
dissemina�on of alerts by e-mail, SMS, Telegram, massive voice calls, apps, etc. The 
so�ware architecture is used to introduce other means of communica�on and alert 
without impac�ng on the rest of the system. Periodically, an automa�c check of the 
status of the plugins is carried out and, in case of errors, an e-mail no�fica�on is sent to 
the administrator, con�nuously guaranteeing correct func�oning of the system.
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